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DETAILED ACTION 
Response to Amendment 

1 . This communication is in response to the amendment received on October 21 , 
2004. The original application contained claims 1 - 22. Per the received amendment, 
claims 1-3,6,8-11,13,15,17-19 and 21 have been amended; claims 7 and 22 have been 
cancelled; and claims 23-26 have been added. Presently pending claims are 1-6,8-21, 
and 23-26. 

Response to Arguments 

2. Applicant's arguments, filed on October 21 , 2004, have been fully considered but 
they are not persuasive for the following reasons: 

Regarding currently amended claim 1 , the applicant argues that the cited prior art 
does not teach, "restoration means which restore an altered or deleted log file by 
replacing the altered or deleted file with an unaltered log file from the plurality of 
identical log files, when the altered or deleted log file is detected by said 
alteration detection means." The examiner respectfully traverses this argument. The 
cited prior art, Shen (U.S. Patent No. 6,61 1,850), discloses a backup/restore method 
which has a restoring process (replacing the file) which, by selecting the backup copy 
file(s) (unaltered file from plurality of files), replaces an existing file or an already deleted 
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file according to a "restore detail instructing process" and an "integrity judgment 
process" (alteration detection) which establishes if the file has been destroyed or 
infected by a virus (altered) and generates a new copy if determines the modification 
(Abstract, column 4 line 21 - column 5 line 35, column 12 lines 23-32). Therefore the 
cited prior art does teach the restoration means as disclosed by the Applicant. 
Regarding the Applicant's assertion that the cited prior art does not teach the hiding 
means which "re-hide the hidden log file in different locations when alteration or 
deletion is detected by the alteration detection means", in dependent claims 3,4, 
and 5, the Examiner interprets "hide" and "re-hide" as moving the files to different 
locations. Referring to Figure 6, the cited prior art (Shen) monitors a target file for a 
modification (alteration detection means) and if it is deemed modified, then files are 
moved from memory to a working area, and then after an integrity judging process, re- 
moved (re-hidden) to another memory location. Further, in response to the Applicant's 
assertion that the cited prior art does not teach "wherein the log file creation means 
create the plurality of identical log files in parallel using identical information" in 
dependent claim 2, the cited prior art, Shen, discloses backup copies being made of a 
designated file and stored in memory. It is interpreted that a backup copy is identical in 
information if it is to be used to replace a corrupted file, as is the case in the disclosure 
of Shen. Therefore, the Examiner asserts that the cited prior art does teach log file 
creation, which creates a plurality of identical log files in parallel using identical 
information. Regarding the assertion that the cited prior art does not teach "means 
which perform additional processing", the Examiner points out that the "additional 
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processing" is broad and can include any processing which occurs after alteration 
detection and with this interpretation, the cited prior art discloses changing the filename 
of the file when it is due to be replaced. Accordingly, the cited prior art does teach an 
"additional processing." 

Accordingly the rejection for the pending claims 1-6 and 8-21 is respectfully maintained, 
and new rejections are applied for the new claims 23-26. 



Claim Objections 

3. Claim 25 is objected to under 37 CFR 1 .75(c) as being in improper form because 
a multiple dependent claim cannot depend from any other multiple dependent claim, 
such as claim 25 depending on claim 6 and 5. See MPEP § 608.01 (n). For the 
purpose of examination, claim 25 is interpreted to being dependent on claim 17. 



Claim Rejections - 35 USC § 103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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4. Claims 1-6,8-21, and 23-26. are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Shen (U.S. 6,61 1,850) in view of Falkner (U.S. 5,713,008). 

Regarding claim 1, Shen discloses: 

A file protection system for protecting files in which computer system operations 
have been recorded, comprising: 

file creation means which create a plurality of identical files (column 3 lines 6 - 
40, column 4 lines 54 - 57); 

alteration detection means which periodically monitor said plurality of identical 
files for alteration or detection (Figure 2 item 216, column 4 lines 1 - 6, column 15 line 
66 - column 16 line 6); and 

restoration means which restore an altered or deleted log file, by replacing the 
altered or deleted log file with an unaltered log file from the plurality of identical log files, 
when the altered or deleted file is detected by said alteration detection means (column 4 
lines 12-41, column 16 line 38 - column 17 line 8). 

Shen does not explicitly discuss the creation of log files to record the operations 
of a computer system. Falkner discloses the generation and storage of log files to 
monitor computer transactions (Figure 4, column 6 line 10 - column 7 line 20). Shen 
discusses that "backup shall mean to make a copy of data and/or program... so as to 
prevent from file destruction due to hardware trouble and malfunctions, or accidental 
infection by (a) computer virus (es)" (column 1 lines 15-22). Therefore it would have 
been obvious at the time the applicant's invention was made to use the file protection 
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system of Shen to protect against deletion or modification of log files by providing 
backup copies of the log files. This would further provide assurance that the system log 
files can not be corrupted or modified, thereby increasing the security and robustness of 
the computer system. 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Shen discloses: 

The log file protection system of claim 1 , wherein said log file creation means 
create said plurality of identical log files in parallel, using identical information (column 3 
lines 6 - 40, column 4 lines 54 - 57). 

Claim 3 is rejected as applied above in rejecting claim 1 . Furthermore, Shen discloses: 
The log file protection system of claim 1 , further comprising means which hide all 
but one of the plurality of identical log files (column 6 lines 28 - 65). 

Claim 8 is rejected as applied above in rejecting claim 1 . Furthermore, Shen discloses: 
The log file protection system of claim 1 , further comprising means which perform 
additional processing, when an alteration or detection is detected by said alteration 
detection means (column 4 lines 1 - 41). 

Claim 4 is rejected as applied above in rejecting claim 3. Furthermore, Shen discloses: 
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The log file protection system of claim 3, wherein said hiding means periodically 
re-hide said hidden log files in different locations (column 4 lines 7 - 41 , column 6 lines 
28 - 65). 

Claim 5 is rejected as applied above in rejecting claim 3. Furthermore, Shen discloses: 
The log file protection system of claim 3, wherein said hiding means re-hide said 
hidden log files in different locations, when alteration or deletion is detected by said 
alteration detection means (column 4 lines 7 - 41 , column 6 lines 28 - 65). 

Claim 9 is rejected as applied above in rejecting claim 2. Furthermore, Shen discloses: 
The log file protection system of claim 2, further comprising means which perform 
additional processing, when alteration or detection is detected by said alteration 
detection means (column 4 lines 1-41). 

Claim 10 is rejected as applied above in rejecting claim 2. Furthermore, Shen 
discloses: 

The log file protection system of claim 2, further comprising hiding means which 
hide all but one of the plurality of identical log files (column 6 lines 28 - 65). 

Claim 18 is rejected as applied above in rejecting claim 3. Furthermore, Shen 
discloses: 
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The log file protection system of claim 3, further comprising means which perform 
additional processing, when an alteration or deletion is detected by said alteration 
detection means (column 4 lines 1-41). 

Claim 6 is rejected as applied above in rejecting claim 5. Furthermore, Shen discloses: 

The log file protection system of Claim 5, further comprising means which 
perform additional processing, when alteration or deletion is detected by said alteration 
detection means (column 4 lines 1-41). 

Claim 1 1 is rejected as applied above in rejecting claim 10. Furthermore, Shen 
discloses: 

The log file protection system of claim 10, further comprising means which 
performs additional processing, when alteration or deletion is detected by said alteration 
detection means (column 4 lines 1 -41). 

Claim 12 is rejected as applied above in rejecting claim 10. Furthermore, Shen 
discloses: 

The log file protection system of claim 10, wherein said hiding means re-hide 
said hidden log files in different locations, when alteration or deletion is detected by said 
alteration detection means (column 4 lines 7 - 41 , column 6 lines 28 - 65). 
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Claim 14 is rejected as applied above in rejecting claim 10. Furthermore, Shen 
discloses: 

The log file protection system of claim 10, wherein said hiding means periodically 
re-hide said hidden log files in different locations (column 4 lines 7 - 41 , column 6 lines 
28 - 65). 

Claim 19 is rejected as applied above in rejecting claim 4. Furthermore, Shen 
discloses: 

The log file protections system of claim 4, further comprising means which 
perform additional processing, when alteration or deletion is detected by said alteration 
detection means (column 4 lines 1-41). 

Claim 20 is rejected as applied above in rejecting claim 4. Furthermore, Shen 
discloses: 

The log file protection system of claim 4, wherein said hiding means re-hide said 
hidden log files in different locations, when alteration or deletion is detected by said 
alteration detection means (column 4 lines 7 - 41 , column 6 lines 28 - 65). 

Claim 13 is rejected as applied above in rejecting claim 12. Furthermore, Shen 
discloses: 
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The log file protection system of claim 12, further comprising means which 
perform additional processing, when alteration or deletion is detected by said alteration 
detection means (column 4 lines 1-41). 

Claim 15 is rejected as applied above in rejecting claim 14. Furthermore, Shen 
discloses: 

The log file protection system of claim 14, further comprising means which 
perform additional processing, alteration or deletion is detected by said alteration 
detection means (column 4 lines 1 - 41). 

Claim 16 is rejected as applied above in rejecting claim 14. Furthermore, Shen 
discloses: 

The log file protection system of claim 14, wherein said hiding means re-hide 
said hidden log files in different locations, when alteration or deletion is detected by said 
alteration detection means (column 4 lines 7 - 41 , column 6 lines 28 - 65). 

Claim 21 is rejected as applied above in rejecting claim 20. Furthermore, Shen 
discloses: 

The log file protection system of claim 20, further comprising means which 
perform additional processing, when alteration or deletion is detected by said alteration 
detection means (column 4 lines 1 -41). 
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Claim 17 is rejected as applied above in rejecting claim 16. Furthermore, Shen 
discloses: 

The log file protection system of claim 16, further comprising means which 
perform additional processing, when alteration or deletion is detected by said alteration 
detection means (column 4 lines 1-41). 

Claim 23 is rejected as applied above in rejecting claim 1 . Furthermore, Shen 
discloses: 

The log file protection system of claim 1, wherein said alteration detection means 
monitor said log files by using fingerprint data generated based on the entire content of 
the log file (Figure 2 item 21 6, column 4 lines 1 -6, column 15 line 66 - column 16 line 
6). 

Claim 24 is rejected as applied above in rejecting claim 1 . Furthermore, Shen 
discloses: 

The log file protection system of claim 1, wherein said restoration means restore 
the altered or deleted log file automatically (column 4 lines 12-41, column 1 6 line 38 - 
column 17 line 8). 

Claim 25 is rejected as applied above in rejecting claim 17. Furthermore, Shen 
discloses; 
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Recording media which stores a program capable of implementing the log 
protection system according to any of the Claims 1-6,8-21 ,23-24 on a computer system 
(column 8 lines 14-28). 

5. Claim 26 is a method claim analogous to the system claims rejected above, and 
therefore, is rejected following the same reasoning. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the ad visoiy action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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